
// ABOUT ME
My pas​sion is in​for​ma​tion se​cu​rity, and my ex​per​tise is mal​-
ware. I am keen on build​ing large-scale sys​tems that dis​cover
hid​den (ma​li​cious, usu​ally) pat​terns in a sea of data. In my free
time, I love to chal​lenge my​self by com​pet​ing in (or, some​-
times, by run​ning) hack​ing com​pe​ti​tions.
I am a Ph.D. Can​di​date at the Uni​ver​sity of Cal​i​for​nia, Santa
Bar​bara. My main re​search fo​cus is find​ing novel, ro​bust ways
to de​tect and pre​vent the spread​ing of mal​ware. I am cur​rently
also re​search​ing in se​cur​ing An​droid de​vices, and in main​tain​-
ing (and break​ing) one's pri​vacy through traces left on​line.
Also, I've re​cently joined Google to study and de​tect cloak​ing
sites.
In the past, I've been an ac​tive mem​ber of the GNOME open-
source com​mu​nity, and I've had some fun in un​der​wa​ter ro​bot​-
ics re​search.

// ED​U​CA​TION

// PRO​FES​SIONAL EX​PE​RI​ENCE
2015 | Google, Inc. - Soft​ware En​gi​neer​ing In​tern (re​search)
At Google, I've joined the anti-abuse team to bet​ter un​der​stand
and de​tect so​phis​ti​cated cloak​ing sites.
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CIAO!
I'M LUCA IN​V​ERNIZZI.

// CON​TACTS

// SKILLS
In​fosec Re​search
Fight​ing on​line abuse
Full-stack web de​sign
Cre​at​ing large-scale scal​able sys​tems
Data min​ing
Ro​bot​ics

// PUB​LI​CA​TIONS
I have pub​lished pa​pers in the fields of in​for​ma​-
tion se​cu​rity and ro​bot​ics.

“What the App is That? De​cep​tion and
Coun​ter​mea​sures in the An​droid User In​-
ter​face”, A. Bianchi, J. Cor​betta, L. In​v​-
ernizzi, Y. Fratan​to​nio, C. Kruegel, G. Vi​-
gna , in Pro​ceed​ings of the IEEE Sym​po​-
sium on Se​cu​rity and Pri​vacy (S&P 2015)
“Eyes of a Hu​man, Eyes of a Pro​gram:
Lever​ag​ing dif​fer​ent views of the web for
analy​sis and de​tec​tion”, J. Cor​betta, L. In​v​-
ernizzi, C. Kruegel, G. Vi​gna , in Pro​ceed​-
ings of the Re​search in At​tacks, In​tru​sions
and De​fenses Sym​po​sium (RAID Sym​po​-
sium 2014)
“Ten Years of iCTF: The Good, The Bad,
and The Ugly”, G. Vi​gna, K. Bor​golte, J.
Cor​betta, A. Doupé, Y. Fratan​to​nio, L. In​v​-
ernizzi, D. Ki​rat, Y. Shoshi​taishvili , in Pro​-
ceed​ings of the USENIX Sum​mit on Gam​-
ing, Games and Gam​i​fi​ca​tion in Se​cu​rity
Ed​u​ca​tion (3GSE 2014)
“Do You Feel Lucky? A Large-Scale Analy​-
sis of Risk-Re​wards Trade-Offs in Cy​ber
Se​cu​rity”, Y. Shoshi​taishvili, L. In​v​ernizzi,
A. Doupé, G. Vi​gna , in Pro​ceed​ings of the
ACM Sym​po​sium on Ap​plied Com​put​ing
(SAC 2014)
“Nazca: De​tect​ing Mal​ware Dis​tri​b​u​tion in
Large-Scale Net​works”, L. In​v​ernizzi, S.
Miskovic, R. Tor​res, S. Saha, S. Lee, M. Mel​-
lia, C. Kruegel, G. Vi​gna , in Pro​ceed​ings of
the ISOC Net​work and Dis​trib​uted Sys​tem
Se​cu​rity Sym​po​sium (NDSS 2014) (UCSB
Com​puter Sci​ence Out​stand​ing Pub​li​ca​-
tion Award 2015)
“Mes​sage In A Bot​tle: Sail​ing Past Cen​sor​-
ship”, L. In​v​ernizzi, C. Kruegel, G. Vi​gna , in
Pro​ceed​ings of the An​nual Com​puter Se​-
cu​rity Ap​pli​ca​tions Con​fer​ence (AC​SAC
2013)
“You Are What You In​clude: Large-scale
Eval​u​a​tion of Re​mote JavaScript In​clu​-
sions”, N. Niki​forakis, L. In​v​ernizzi, A.
Kaprav​e​los, S. Van Acker, W. Joosen , C.
Kruegel, F. Piessens, G. Vi​gna , in Pro​ceed​-
ings of the ACM Con​fer​ence on Com​puter
and Com​mu​ni​ca​tions Se​cu​rity (CCS 2012)

“EVILSEED: A Guided Ap​proach to Find​ing
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2010 - 2015 | Ph.D. Can​di​date in In​for​ma​tion Se​cu​rity at U.C.
Santa Bar​bara
Dur​ing my Ph.D. stud​ies, I have been hav​ing fun re​search​ing on:

Lever​ag​ing big-data analy​sis to dis​cover mal​ware be​ing
dis​trib​uted on​line (with pa​pers in the top in​fosec con​-
fer​ences: S&P, NDSS, CSS, and UCSB Com​puter Sci​ence
Out​stand​ing Pub​li​ca​tion Award '15)
How to bet​ter se​cure An​droid mo​bile de​vices (one S&P
pa​per, 2 pa​pers un​der sub​mis​sion, se​cured $1.1M
grant )[1]

How to main​tain some pri​vacy on​line, and novel ways
to in​vade it again (one pa​per un​der sub​mis​sion, and
one AC​SAC pa​per)
How to teach in​for​ma​tion se​cu​rity with the help of
hack​ing com​pe​ti​tions

2010 - 2015 | Mas​ter's Stu​dent in Com​puter Sci​ence at U.C.
Santa Bar​bara
GPA 4.0
2009 - 2010 | Vis​it​ing Re​searcher at the Uni​ver​sity of Hawaii
At UH I've worked on a novel math​e​mat​i​cal model to drive au​-
tonomous un​der​wa​ter ve​hi​cles. This work has been pre​sented
at the IEEE Con​fer​ence on De​ci​sion and Con​trol (CDC).
2007 - 2010 | "Diploma di Li​cenza" at the Sant'Anna School
of Ad​vanced Stud​ies, Italy
Summa cum laude, full schol​ar​ship awarded as a win​ner of a na​-
tion-wide com​pe​ti​tion.
2007 - 2010 | Mas​ter's De​gree in Con​trol En​gi​neer​ing at the
Uni​ver​sity of Pisa, Italy
Summa cum laude.
2008 | Vis​it​ing Re​searcher at U.C. Santa Bar​bara
In UCSB's me​chan​i​cal en​gi​neer​ing de​part​ment, I've worked on
a dis​trib​uted al​go​rithm to drive au​tonomous land ve​hi​cles to
pa​trol an area. We have im​ple​mented this al​go​rithm to make a
group of (real) ro​botic ve​hi​cles col​lab​o​rate with vir​tual ones.
Part of this work is now part of the Player/Stage open-source
frame​work.
2004-2007 | Bach​e​lor's De​gree in Com​puter En​gi​neer​ing at
the Uni​ver​sity of Pisa, Italy
Summa cum laude, com​pleted the Path of Ex​cel​lence hon​ors
pro​gram.

https://stackoverflow.com/users/633403/luca-invernizzi
https://github.com/invernizzi
mailto:invernizzi.l@lucainvernizzi.net
http://campustechnology.com/articles/2014/09/18/ucsb-security-researchers-to-help-too-trusting-smartphone-app-users.aspx?admgarea=news
https://twitter.com/invernizzi


2012 - 2015 | The Ac​tiv​ity Ex​change - Pro​ject Lead
At Ac​tiv​i​tyX, I've been in charge of de​sign​ing and run​ning a scal​-
able ser​vice  that col​lects, nor​mal​izes, and dis​trib​utes sen​si​tive
health data (such as work​outs and blood pres​sure read​ings)
com​ing from 20+ sources (such as Fit​bit and Ap​ple​Health) and
200k+ users. This sys​tem is cur​rently pow​er​ing Achievemint.​
com , and Hu​mana Vi​tal​ity .
2013 | Narus - Re​search In​tern
At Narus, I've de​signed Nazca, a sys​tem ca​pa​ble of dis​cov​er​ing
and track​ing ma​li​cious down​loads in the net​work traf​fic of ISPs.
This work re​sulted in a NDSS'14 pa​per, a patent, and has
sparked the in​ter​est of the press .
2011 | App​fo​lio - En​gi​neer​ing In​tern, Pen​tester
At App​fo​lio, I've pen​tested the var​i​ous RoR web apps de​vel​oped
there, in​clud​ing a pay​ment-pro​cess​ing sys​tem han​dling the fi​-
nan​cial in​for​ma​tion of 100k+ users. I've fixed tens of vul​ner​a​bil​i​-
ties, rang​ing from logic flaws, XSSs, CSRFs, and au​then​ti​ca​-
tion/au​tho​riza​tion flaws. I left the com​pany with a set of tools
(in​te​grated in their CI sys​tem) that per​form sta​tic and dy​namic
analy​sis on the var​i​ous prod​ucts to alert the de​vel​op​ers of pos​-
si​ble se​cu​rity vul​ner​a​bil​i​ties be​fore they go live.
2010 | Google Sum​mer of Code - En​gi​neer​ing In​tern
Dur​ing my sum​mer, I've ex​tended Get​ting Things GNOME! , a
task man​ager for the Linux desk​top, to sup​port mul​ti​ple syn​-
chro​niza​tion ser​vices (such as Bugzilla, Evo​lu​tion, Re​mem​-
berTheMilk,...). Peo​ple liked the new GTG :)
2009 | Bioro​bot​ics In​sti​tute, Sant'Anna - Web De​signer
I've cre​ated and main​tained the web​site for AN​GELS , an Eu​ro​-
pean pro​ject in un​der​wa​ter ro​bot​ics.

// OPEN SOURCE CON​TRI​BU​TIONS
2010-2012 | The GNOME foun​da​tion - Core De​vel​oper & Men​-
tor
I like par​tic​i​pat​ing in the open-source world, when​ever I have
time. In this pe​riod, I've been a core de​vel​oper of "Get​ting
Things GNOME" , and I've be​come a mem​ber of the GNOME
Foun​da​tion . I've also men​tored five nice in​ter​na​tional stu​-
dents for sev​eral edi​tions of the Google Sum​mer of Code  and
the  Gnome's Out​reach Pro​gram for Women.
2009-now | Open Source
Over time, like any well-be​haved de​vel​oper I've shared on​line a
few niche pro​jects that other peo​ple are us​ing (such as Scapy's
sup​port for HTTP , which a few com​pa​nies, such a Last​line and
Google, are cur​rently us​ing in some of their pro​jects, and
Chrisper , a style-checker for aca​d​e​mic pa​pers). I've also made
many con​tri​bu​tions, big and small, to pop​u​lar open-source pro​-
jects (PLAYER ro​botic frame​work, Flask-Se​cu​rity, Eu​ca​lyp​tus...).
Check out my Github  page for a col​lec​tion of a few of those.

// COM​PE​TI​TIONS
2010-now | Hack​ing Com​pe​ti​tions - Hacker
I've played in tens of hack​ing com​pe​ti​tions, in​clud​ing the DE​F​-
CON CTF in Las Ve​gas, with my team Shell​phish . With the
team, I've also de​signed and or​ga​nized for four years the
iCTF , the biggest aca​d​e​mic hack​ing com​pe​ti​tion, with more
than 1k play​ers from all over the globe.
2008 | Eu​ro​pean Space Agency Ro​botic Chal​lenge - Ro​bot
Hacker
In this com​pe​ti​tion, ESA chal​lenged uni​ver​sity stu​dents to de​-
sign and build a ro​botic ve​hi​cle ca​pa​ble of re​triev​ing sam​ples in
a steep lu​nar crater. Af​ter win​ning a €40k grant, my team from
the SS​SUP uni​ver​sity built an hexa​pod  that man​aged to be
se​lected up to the fi​nal in Tener​ife. Un​for​tu​nately, while our ro​-
bot was in the crater it started rain​ing (in a very lu​nar fash​ion),
which shorted our ro​bot's cir​cuits :)
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“EVILSEED: A Guided Ap​proach to Find​ing
Ma​li​cious Web Pages”, L. In​v​ernizzi, S.
Ben​venuti, P. Mi​lani Com​paretti, M. Cova,
C. Kruegel, G. Vi​gna , in Pro​ceed​ings of
the IEEE Sym​po​sium on Se​cu​rity and Pri​-
vacy (S&P 2012) (AT&T NYU CSAW best
se​cu​rity pa​per '12 fi​nal​ist)
“Geo​met​ric con​trol for au​tonomous un​-
der​wa​ter ve​hi​cles: over​com​ing a thruster
fail​ure”, M. An​don​ian, D. Caz​zaro, L. In​v​-
ernizzi, M. Chyba, S. Gram​matico , in Pro​-
ceed​ings of the IEEE Con​fer​ence on De​ci​-
sion and Con​trol (CDC 2010)
“Tra​jec​tory De​sign for Au​tonomous Un​-
der​wa​ter Ve​hi​cles for Basin Ex​plo​ration”,
M. Chyba, D. Caz​zaro, L. In​v​ernizzi, M. An​-
don​ian , in Pro​ceed​ings of the In​ter​na​-
tional Con​fer​ence on Com​puter and IT Ap​-
pli​ca​tions in the Mar​itime In​dus​tries
(COM​PIT 2010)
“A Geo​met​ric Ap​proach to Tra​jec​tory De​-
sign for an Au​tonomous Un​der​wa​ter Ve​hi​-
cle: Sur​vey​ing the Bul​bous Bow of a Ship”,
R. N Smith, D. Caz​zaro, L. In​v​ernizzi, G.
Marani, S. K Choi, M. Chyba , in Acta ap​pli​-
can​dae math​e​mat​i​cae, 2010

// PATENTS
 De​tect​ing Mal​ware In​fes​ta​tions in

Large-Scale Net​works, L. In​v​ernizzi, S.
Miskovic, R. Tor​res, S. Saha, S. Lee, M. Mel​-
lia, C. Kruegel, G. Vi​gna (United States
Patent 8959643)

// IN THE PRESS
In the past years I have been lucky enough that
peo​ple have taken in​ter​est in my work and
wrote ar​ti​cles about it. Here's a col​lec​tion of the
ones I am most proud of:

New de​tec​tion sys​tem spots zero-day
mal​ware
Zoom out for a view of mal​ware, say
boffins
En​ter​pris​ing re​search IDs zero day mal​-
ware
UCSB Se​cu​rity Re​searchers To Help Too-
Trust​ing Smart​phone App Users
World's Largest Com​puter Hack​ing Con​-
test Hap​pen​ing at UCSB
Cy​berteams duke it out in the World Se​-
ries of hack​ing
Get​ting things done with Linux to-do list
pro​grams
Ger​many's CE​SAR crowned king of rovers
in ESA’s Ro​bot​ics Chal​lenge
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http://www.cnbc.com/id/101179977
http://gtgnome.net/
https://ctftime.org/team/285
http://www.keyt.com/news/worlds-largest-computer-hacking-contest-happening-at-ucsb/23363462
https://github.com/invernizzi/Chrisper
http://www.achievemint.com/
http://www.gnome.org/
http://www.net-security.org/malware_news.php?id=2712
https://www.humana.com/vitality/
https://github.com/invernizzi/scapy-http
http://sssa.bioroboticsinstitute.it/projects/ANGELS
http://www.omgubuntu.co.uk/2009/12/getting-things-gnome-gets-rtm-sync-geolocation-ui-tweaks-much-love-from-me
http://itf.cs.ucsb.edu/
http://patents.justia.com/patent/8959643
https://developers.google.com/open-source/soc/?csw=1
http://www.esa.int/Education/Germany_s_CESAR_crowned_king_of_rovers_in_ESA_s_Robotics_Challenge2
http://arstechnica.com/information-technology/2009/07/getting-things-done-with-linux-todo-list-programs/
http://www.crn.com.au/News/372515,enterprising-research-ids-zero-day-malware.aspx)
http://campustechnology.com/articles/2014/09/18/ucsb-security-researchers-to-help-too-trusting-smartphone-app-users.aspx?admgarea=news
http://4.bp.blogspot.com/_PZedSw-39RQ/SSqXB53sdSI/AAAAAAAAAAc/WuE0kscIj_4/s1600/pESApod_moon.jpg
http://www.theregister.co.uk/2014/02/18/zoom_out_for_a_view_of_malware_say_boffins/
https://wiki.gnome.org/OutreachProgramForWomen
http://gtgnome.net/
https://github.com/invernizzi/
http://www.theregister.co.uk/2014/02/18/zoom_out_for_a_view_of_malware_say_boffins/


// LINKS
To avoid hav​ing to type in these links, You can visit www.​lu​cain​v​ernizzi.​net for an on​line ver​sion of this CV.
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